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1 Data Collection and Tracking
Data Collection Overview

In accordance with lowa Code Chapter 124, the lowa Board of Pharmacy (Board) has established
an electronic prescriptiodrug-monitoringprogram for the purpose of compiling records of
Schedule 11, 1ll, and IV Controlled Substances dispensed by lowa pharmacies.

The program is designed to provide information regarding the prescribing of controlled
substances in order to provide a resoufoe lowa health care practitioners in determining
appropriate prescribing and treatment for individual patients without fear of contributing to a
LI GASYydQa F06dzaS 2NJ RSLISYRSyOS 2y RRAOGADS RN
program willprovide authorized prescribers and pharmacists with information needed to make
AYF2NYSR RSOA&A2Yya NBIFNRAYI | LI GASYyGQa ySSR
patient care and chronic or acute pain remedies.

Data Collection Requirements

Pharmacis will report the required dispensing information to Appriss, Inc. (Appriss), a private
contractor, who will collect all data and manage the technical aspects of the program on behalf
of the Board

All dispensers of controlled substances must meet gqorting requirements set forth by state
law in a secure methodology and formdhformation about controlled substance dispensing
activities must be reported on regular intervals to tRePMP through the authorized data
collection vendor, Appriss, Inc.

Reporting Requirements
EffectiveApril 4, 2018the IAPMP will begin requiring pharmacies and dispensers to report
controlled substance dispensations to tlePMP viePMP Clearinghousé&ffective May 16,
2018, all reportable controlled substance praption data must be reported no later than the
next business day following the date dispensed.

The laws and regulations for reporting to the PMPare continuously subjected to
amendments.tlis the responsibility of dispensers to be aware of such updates as they are
enacted and promulgated.

All lowalicensed pharmacies located within or outside the state of lowa will be required to

submit weekly reports of all Schedule Il, Ill, and IV ratled substances dispensed to patients

in lowa. Prescriptions dispensed between Sunday and Saturday must be submitted no later than

the following Wednesday. A nonresident pharmacy that is currently submitting weekly reports

on an alternate schedule totheJK I NI 0@ Qa K2YS adrdsS yvYreée O2yidl O
to report to the lowa PMP on that alternate weekly schedule.

Such reporting without individual authorization by the patient is allowed under HIPAA, 45CFR 8§
164.512, paragraphs (a) and (d)he lowa Board of Pharmacy is a health oversight agency and

Appriss will be acting as an agent of the lowa Board of Pharmacy in the collection of this

information.



Exemptions

A
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Exemptions:

Any controlled drug administered directly to a patient

Any controlled drug dispensed by a licenseghlth care facility provided that the quantity
dispensed is limited to an amount adequate to treat the patient for a maximum of setwnty
(72) hours

Any dispensed controlled drug sample

Any controlled drug dispensed by a facility that is registerethbyUnited States Drug
Enforcement Administration (DEA) as a narcotic treatment program and that is subject to the
record keeping provisions of 21 CFR 1304.24

Any controlled drug dispensed to an inpatient in a hospital or-kemgn care facility (exemption
does not apply to a patient in an assisted living facility or group home)

Any controlled drug dispensed to an inpatient in a hospice facility (exemption does not apply to
a home hospice patient or to a hospice patient in an assisted living facility ap ame)

Any controlled drug dispensed by a prescribing practitioner

If you believe your pharmacy is exempt from reporting, you must contact the Board. Call (515) 281
5944; Email jennifer.tiffany@iowa.goy fax (515) 2844609.

Noncompliance

In accordance with lowa Administrative Code 65F ® o H O 5 A aLISY &aSNJ wS L2 NI Ay
a pharmacist who fails to comply with the reporting requirements of the law or these rules may
0S adzoa2aSOd (2 RAAOALI AYINEB |OGA2Yy o0& (KS 062 NR



2 Data Submission

Thi chapter provides information and instructions for submitting data to the PMP
Clearinghouseepository.

Timeline and Requirements

Pharmacies and software vendors can establish submission accounts upon receipt of this guide.
Instructions for setting upraaccount are listed below.

A You may create your account on or aftéB/08/2018. SeeCreating Your Accourfor
more information.

A Beginningd4/04/2018, dispensersire required to transmit thér data using PMP
Clearinghousen accordance with the guidelines outlined und&eporting
Requirements

A If a pharmacy does not dispense any controlled substances for the preceding reporting
period, it must file a zero report fothat reporting period or it will be considered
noncompliant. SeeZero Reportdor additional details.

Upload Specifications

Files should be in ASAP 4.1 format released in September 2011. Files for upload should be

namedin a unique fashion, with a prefix constructed from the date (YYYYMMDD) and a suffix of
GOPRIGéED 'y SEIFYLXS FAES ylIYS 62dZ R 65 dHnmmAanwm
separate from the files of others.

Reports for multiple pharmacies can be in the same upload file in any order.



3 Creating Your Account

Prior to submitting data, you must create an accoulfityou are already registered with PMP
Clearinghouse, you do not need to create a new accountsirfgle account can submit to multiple
states. If you have an existing PMP Clearinghouse accoaatssctior8.2 Adding States to Your
Account

Note: Multiple pharmacies can be uploaded in the same file. For exaMf@éMart, CVS, and other
chain pharmacies send in one file containing all their pharmacies from around the state. Therefore,
chains with multiple stores only have to set up one account to upload a file.

Perform the following steps to create an account:

1. To request a data submitter account for PMP Clearinghouse, the user must go to
https://pmpclearinghouse.neand click theCreate Accounink in the center of the
screen, or go directly thttps://pmpclearinghouse.net/reqgistrations/new

2. The screen displayed requires the useetder their current, valid email addressid a
passwordThis email address will act as your user name when logging into the system.
1 The password must contain at least 8 characters, including 1 chjgteer, 1 lower
case letter and 1 special charactésuch as !@,#, $).

Profile

* Email Address

* Password

* Password confirmation

3. The second grouping is the demographics section. Here, the user must enter their
name, employer information, and other information as configured by the PMP
Administrator.

1 Required fields are marked with a red asterisk (
9 The user may be able to auto populate their user and employer information using
the search boxes for listed identifiers (DEA, NCPDP, or NPI).

Personal

R p— Searching for DEA or NPI will autopopulate your information if founc

DEA Q
Middle name
NPI Q

* Last name


https://pmpclearinghouse.net/
https://pmpclearinghouse.net/
https://pmpclearinghouse.net/
https://pmpclearinghouse.net/

This screeprovidesthat seartiing
FT2N) a59! 2NJ bt LX
DEA and NCPDP.

Employer

* Name Searching for DEA or NPI will autopopulate your information if found

DEA Q
* Address

NCPDP Q
Address (continued)

* City

* State

* Postal Code
* Phone

Fax

NOTEPMP Clearinghouse users are able to submit data through the web portabwiaal
entry (UCFpr upload ofASAP filesSecure FTP (sFHeess is also available for users who
prefer an encrypted transfer method. $kecure FT&ccess is not requiredkip to step 6.

sFTP Account Creation

If the user would like to submit data via sSFTP, sFTP access can be granted during account
registration. Seé\dding sFTP to a Registered Accdoradd sFTP access to an existing PMP
Clearinghouse account
1. /| KSO1Endbk SFTRiAccéss 6 2E a4 aSSy o0St260 ¢ KS
automatically generated using the first 5 characters of the employer name + the
employer phone number + @prodpmpsftp. Example username:
chain5025555555@prodpmppf

2. Create a sSFTP password that meets the following critegtain at least 8 characters,
including 1 capital letter, 1 lower case letter, 1 number, and 1 special character (such
as !, @,#,9).

NOTE This will be the password that is input into the pharmacy software so that
submissions can be automated. This password can be the same as the one used
previously undeProfile Unlike theProfilepassword (i.e. user account password), the
SFTP passwd does not expire.

PMP Clearinghouse users are able to submit data through the web portal via manual entry or upload of ASAP files. Secure FTP (SFTP) access and Real-Time submissiens are also available.

Enable SFTP Access ¢

| .
SFTP Username The password requirements on

the screenshot do not match the
requirements stated in Item 2 of
the instructions.

SFTP Password

SFTP Password Confirmation

Password must include at least 8 characters, including 1 capital letter, 1 lowercase letter, and 1 special character (such as L@ #.5)

The URL to connect via sFTEfS://sftp.pmpclearinghouse.net

acct


sftp://sftp.pmpclearinghouse.net/

Addtional details on sFTP configuration can be founéppendixC¢ sFP Configuration

6. The registering user must select which states they will be submitting data for. A list of
available states using PMP AWERre seleceble.

Please indic ate which states should receive your data

* States «| Alaska
Idaho
¥ Kansas
Massachusetts
Mississippi
7. ¢KS NB3IAAGSBiyide dzaEKE ONBPYzEa @ Aa adzo YAGGSR
for each of the states the user selected for data submission.

1 Once the State PMP Administrator has approved the request, the user will receive a
welcame email and can begin submitting data to PMP AVEAR



4 Data Delivery Methods

This section discusses the different options available to a user to submit your controlled substance
reporting data file(s) to PMP Clearinghouse. Users have the options of:

9 using a sFTP account;

9 using a web portal upload page;

9 using a manual entry UCF (Universal Claims Form) page; or

1 submitting a zero report.

4.1 Secure FTP
Data submitters who select to submit data to PMP Clearinghouse by sFTP must configure
individual foldes for the state PMP systems they will be submitting dataTtbe subfolders
should use state abbreviation for naming (ebd, KSME, OR, etd. The subfolder must be
located in thehomedir/directory which is where you land once authenticated. Dfdés not
submitted to a state subfolder will be required to have a manual state PMP assignment made
on theFile Listingscreen. SeeState Subfolderfor additional details on this process.

1. If aClearinghous@ccour has not yet been created, perform the stepdreating Your
Account If a Clearinghouse account already exists, but needs sFTP access added,
perform the steps irAdding sFTP to sRistered Account

2. Prepare the data fils)for submission, using the ASAR specifications described in

AppendixA.

SFTP the file taftp:/sftp.pmpclearinghouse.net

4. Whenprompted, use the usernamandpassword wu entered when setting up the

SFTP account.

Place the file in th@ppropriate state abbreviatedirectory.

6. The user can view the results of the transfer/upload on $ubmissionscreen.

w

o

Note: If a data file was placed in the root directory and not a state dolder, the user will be
promptedA Y (G KS Paekdine PME | S didh2 Al Statusscreen to select a
destination PMP(state)to send the data to.

4.2 Web Portal Upload
If an account has not yet been created, perform the step€ii@ating Your Account

After logging into PMP Clearinghouse, navigatgite Uploadn the menu bar.

Youmust select a destination PMRom the available statelisted in the droglown.

/ £ A O Beoyise& bukdd and select the file to upload.

I £ A O Uploadkbbittor to begin the process of transferring the file to PMP Clearinghouse.
The results of the transfer/upload can be viewed on Hile Submissiorssreen.

o g s w N e
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sftp://sftp.pmpclearinghouse.net/

PMP Clearinghouse & Fie Submissions & UCF

File Listings
& Submission Upload susMmIT NEW FILE FOR CONSOLIDATION

Use this screen to submit files to the PMP System

How to Upload Your Files

1 Click the “Browse” button to select a file on your local computer

2 Click the “Upload” butten to begin the uploading process.
3 A confiration message appears when the upload is finished
Select PMP
File Upload: e
Upload

4.3Manual Entry (UCF)

Manual Entryis an option for data submitters to enter their prescription information into the
PMP Clearinghouse system using a form derived fronuthieersal Claims Fornit allows the

entry of patient, prescriber, dispenser, and prescription information.

B Create Universal Claim Form manaGeAPPRISS, INC. UCF FORMS

PMP
*Pmp
Patient
Patient Info Patient ID Patient Address
* First Name Identity Type * Address
* Last Name Identity Value Apartment or Sutte:
* Date of Bih “ciy
Gender * State/Province:
Phone Number * Fostal Code
Pharmacy
N dress
Phone Number *Gity
* Identifier Value Q * State:

If you do not have an account, perform the step£ieating Your Account
After logging into PMP Clearinghouse, navigate @ Submissioirsthe menu bar.

ChooseNew Claim Forro begin a submission.

Youmust select a destination PMPym the available states listed in the dralown.
Complete all required fields as indicated by a red asterigks (

| f ASaveb£a

¢ KSy ShbritE] a

The results can be viewed on thkCF Listingcreen.

©O N Ok whR
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4.4 Zero Reports
If you have no dispensations to report, you must report this information to tHeDMPby
performing the following steps:

1. If you do not have an account, perform the step£iating Your Account

2. After logging into PMP Clearinghouse, navigaté¢oo Reportg the menu bar.

3. Youmust select a destination PMPRom the available states listed in the drajpwn.
4

Enterthe start dateandend datefor the reportand click on th&Submitbutton. (NCPDP and
DEA number are optional)

5. The request will be submitted to PMP Clearinghouse.

PMP Clearinghouse

& Appriss, Inc. Zero Reports MANAGEAPPRISS, INC. ZERO REPORTS

@ Zero Report Management
Create Zero Report
“PMP - Nepdp
* Start date Dea number

* End date

Appriss, Inc. Zero Reports

Show | 25 v entries Search
State Start Date End Date Ncpdp Dea number NPI Asap File Date Submitted

No data available in table

Showing 0 to 0 of 0 entries
PreviousNexi

Zero Reportsan also be submitted via sFTP using the ASAP StandameréoReports For
additional details on this method, sé@pendix B ASAP Zero Report Specifications

12



5 Data Compliance

Data Compliance allows users of PMP Clearinghouse to view the status of data files they have
submitted.

5.1 FileListing
TheFile Statuscreen displays information extracted from the data fdebmitted to PMP
ClearinghouseT he screen displays the fimme, the number of records identified within the
data file, the number of records &t containwarnings, the numberof records that contain
errors, and the date and time of submissiofi.status column is located at the end of each row
displaying the status of thefillk ¥ G KSNX | NB SNNPB NB Pénkir® aidl Gdza 02
Dispensation Errgg |y #xt #ilKo8 a hyperlink to th&iew Recordscreen.

If a file is unable to be parsed into the Clearinghouse application, the appropriate message will
display. A new file must be submitted to PMP Clearinghouse. It is not necessary to void a file
that failed parsing since it was not successfully submitted to Clearinghouse

If a file has been submitted by sFTP without using a state specifiolsig, the file will be
displayed and the user will be prompted to select a destination PMP for the data ble t
transferred to.

&8 File LiStings DATAFILE SUBMISSIONS STATUS (LA AY = @ Upload File

5.2Claim Forms Listing
TheClaim Forms Listindjsplays the UCF forms submitted to the PMP Clearinghouse. The screen
displayghe number of warnings and the number errors. A status column is located at the end
of each row displayinthe status of the file. If there are errors, then the status column will state
&Pending Dispensation Erfor + Yy R G KS (SEG ¢ Viéw Redr@iscreen.K & LISNI A y |

5.3 View Records
TheView Recordscreen provides a deeper view of the records withiselected data file that
need correcting. The screen displays Prescription Number, Segment Type, Warning Count, and

13



Error Count. Aorrectbutton is displayed at the end of each row that will allow the user to
make corrections to the record.

To viewthe records that need correcting:

1. / £ A 01 PemdingDK@@nsation Erfor K& LISNX Ay |1 Ay GKS &adl Gddza
2. TheView Recordscreen is displayed.
3. / £ A O1 Corsectbuka® at¢he end of the row for the record you want to correct.

5.4 Error Correcbon

TheError Correctioscreen allows a user to make corrections to data submitted that did not

pass the validation rules. The screen displays all the fields contained within the record and the
2NRAIAYLFEEe& adzoYAGGSR @It dSo I 4/ 2 NiN&s@i SR+ f d:
O2NNBOUG GKS SNNRNW ¢KS dqaSaal 3a3S¢ O2fdzyy RAA&LXI
explaining why it did not pass the validation rules.

For filesthat failed to parse, the erroiidentified is "best effort" and any information we could
not parse is listed as "unparseable" in the filéA corrected file should be submitted.

To correct records:

1. ldentify the fields displayed that require corrections.

2. Enter the new corrected valuatb the corrected value column.
3. ClickSubmit

4. The error will be processed through the validation rules.

a. If the changes pass the validation rules, the record will be identified as valid, and the
File Statusnd View Recordscreen will be updated.

b. If the changes fail the validation rules, the record will continue to be identified as
needing corrections. The error message will be updated to identify any new error
message.

© Drug Errors MANAGE AND RESOLVE SUBMISSION ISSUES
[ suomt | cancer |

14



6 Email Reports

Emailstatusreports will beautomatically sent to the useisssociated with a data submitter
account. The emailed reports are used to both identify errors in files that have been submitted and
confirm a zero report submission.

6.1 File Failed Report
TheFile FailedReportidentifies if the submitted file was not ablo be parsed and was not
processed into PMP Clearinghouse. The file contains a description of the error encountered
within the file. In the event of a failed file, a new file should be submitted with the necessary
corrections. Failed files are not jgad into Clearinghouse and do not requir€@d ASAHIe to
remove it from the system. An example ofide FaiReportis:

SUBJ: lowa ASAP file: fake - test3.txt - Parse Failure

BODY:
Error Message

Failed to decode the value '04' for the bean id 'transactionControlType'.

Summary:

* File Name: fake - test3.txt

* ASAP Version: 4.1

* Transaction Control Number: unparseable
* Transaction Control Type: unparseable

* Date of Submission: January 30, 2018

NOTE: This file could not be received into the system because the system

could not recognize its content as a valid ASAP format. Action is required

to resolve the issues and a subsequent file should be submitted. As such the
information provided in this report is "best effort" and any information we

could not parse is listed as "unparseable" in the fields above.

6.2 File Status Report

TheFile Status &oortis a report sent to naty the data submitter that a data file is currently
being parsed by the state PMP system. The report notifies users of the following scenarios:

1 Total Records The total number of records contained in the submitted data file

1 Duplicate Records The numbr of records that were identified as already existing within
the PMP system. Duplicate records are not imported to prevent improper patient
information.

1 Records in ProcessThe number of records remaining to be processed into the system
(usually only diplays a number if the file has not finished loading at the time the report is
sent out). Records remaining to be processed will continue to be processed even after
the status report is sent.

1 Records with Errors Shows how many records that contaimors. These errors will need
to be corrected for the record to be imported into the system. If a zero (0) is displayed,
there are no errors in the data.

15



1 Records with Warnings Shows how many records that contain warnings. These warnings
do not need b be corrected for the record to be imported into the system. If a zero (0) is
displayed, there are no warnings in the data.

1 Records imported with warningsShows the number of records that were imported if
they had warnings. Records with warning andesmust have the errors corrected to be
submitted into the system.

1 Records imported without warnings Shows the number of records that were imported
that had no warnings.

The initial report is sent out 2 hours after the file has been submitted to thetgyn. Status
reports will be received every 24 hours if erroc®ntinueto be identified within a submitted
data file.

The report identifies specific records in the submitted data file and returns identifying
information about the record and thepecific error identified during the validation process. The
report uses fixed width columns and contains a summary section after the error listings. Each
column contains a blank-@git pad at the end of the data. The columns are set to the following
lengths:

Column Length

DEA 11 (9+pad)
NCPDP 9 (7+pad)
NPI 12 (10+pad)
Prescription 27 (25+pad)
Filled 10 (8+pad)
Segment 18 (16+pad)
Field 18 (16+pad)
Type 9 (7+pad)
Message Arbitrary

16



An example of the report is:

SUBJ: lowa ASAP file: fake - test3.txt - Status Report

BODY:

DEA NCPDP NPI Prescription Filled Segment Field Type Message

BE1234567 1347347 9034618394 123486379596 -0 20130808 Dispensation  refill_number WARNING message example

DE9841394 3491849 4851947597 357199504833 - 345 20130808 Dispensation days_supply ERROR message example
Summary:

* File Name: fake - test3.txt

* ASAP Version: 4.1

* Transaction Control Number: 23489504823

* Transaction Control Type: send

* Date of Submission: January 30, 2018

* Total Recor d Count: ###

* Duplicate Records: ###

* I nProcess Count : ###

* Records with Error Count : ###

* Imported Records Count  : ###

* Records Imported with Warning Count : ###



6.3Zero Report Confirmation
AZero Repor@nfirmationemail is sent to a data submitter wisnccessfully submits a zero
report into PMP Clearinghouse. The report displays the PMP the zero report was submitted to,
the date range to be used in the zero report, the date the zero report was submitted to
Clearinghouse, and the date the report waggorally created by the data submitter. An example
of the report is:

SUBJ: ASAP Zero Report: zero_reports_20130301KSMCPS.DAT

BODY:

Summary:

* File Name: zero_reports_20130301KSMCPS.DAT
* PMP Name: lowa

* Date Range: 2013 -03-06 - 2013-03-06

* Submission D ate: 2013 - 08- 23

* Asap Creation Date: 2013 -03-06

18



7 Password Management
Password management can be handled within PMP Clearinghouse by the user. A user is able to
proactively change their password before it expires within the application through their user profile.
If a password has expired, or if the user has forgottenrthassword, they canuseC2 NH2 (i & 2 dzNJ
LJ- & & ¢st@dNdRde their password.

7.1Changing Your Password
1. Users navigate tthe My Profilesection.
2. Selecthe navigation meniutem for &Change Passwofil¢
3. The user must then enter their current password and etiteir new password twice.
4. The new password will take effect once the user has logged out of the application.

& My Profile -

PMP Clearinghouse & File Submissions

Edit My Profile
View My Profile

|

Legout

7.2Changing Passwords fAnother User
1. Navigate to theAccountdMenuoption.
2. SlectdUsess
3. Select thedEdit button for the desired user.
4. Createanewhpda a g2 NR T2 NJ 0%UBmitdza SN I yR Ot A 01 «a
5. The user will now use the new password for logging into PMP Chbartise.

ount ~

PMP Clearinghouse B Acc
Multi State Approval

& Appriss, Inc. Account Users MANAGE DATA SUBMITTER USERS Account Details
Sitp Details
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7.3ForgotYour Password
1. When a user has forgotten their password or thadissword has expired, the user should
Of AF&rgotyourpasswoed f 2O0F GSR 2y (KS t23Ay aONBSyod
2. The user must enter the email address they used to register with the application.
The user will receive an email containing a link to reset the password3or tiza SNDa | 002 d
4. The user must enter the new password twice and then save the password.

w

Login

&,

Create an Account

Help

Forgot your password?
Didn't receive unlock instructions?
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8 User Profile

8.1.Adding Users to Your Account
PMP Clearinghouse allows data submitters to add new users to the system that will have the
same rights and access to submitting and viewing file status. This practice will allow a data
submitter to create an account to be used for a backup individual.
1. InAccounh y G KS aSydz 6F NE GKS dzaSN3e@®iéy I+ RR dzd SN
2. /1 £ A Op S& K Sbat®mdnhd enter the first name, last name, and email address for
the new user.
3. Once saved, the new user will be able to login to PMP Clearinghouse.
a. The new ger will use the email address used when creating their account.
b. The new user mustusetieC2 NH 2 (i & 2 litzNtb drdlatd & pasSWaRI for
their account.
4. The new user can now login and view all data files that have been submitted under the
account.

8.2.Adding States toour Account
If a registered user of PMP Clearinghouse needs to submit data files to an additional state using
PMP AWAJE, the user can submit the request through th&acountSettingspage.

1. Navigate teAccountin the main menwand selectMulti State Approvalfrom the
dropdown.

2. The page that displays lists the current states the account has requested to submit data
to and the current approval from that state.

3. To submit to a aw state using PMRWARE, simplycheck the staten the list.This will

send the data submission request to the dedistate® PMP Administrator for

approval.

After approval has been granted, the status will change feom S y Roidy! 1ILINE F S R

5. The account may begin submitting data to the new state

»

Note: If submitting by sFTP, data must be located in the propeffslder to ensure proper
delivery to the desired state PMP.
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PMP Clearinghouse B Account ~

Multi State Approval
E] Appriss, Inc. Account MULTI STATE APPROVAL Account Details
Sftp Details
Please select state PMPs that will receive data from this account. e
We will not allow data into a state PMP from this account until the appropriate state administrator has approved this account.
Abbv  State Status Participating States | Your Approval Status
@ AK  Alaska Approved
# ID Idaho Approved
¥ KS  Kansas Approved
¥ MS  Mississippi Approved
® NV Nevada Approved
¥ ND  North Dakota Approved
¥ SC  SouthCarolina Approved

3D South Dakota

8.3.Adding sFTP to a Registered Account

If a registered account did not request a SFTP account during the registration processpa us
the account can request one Atcountoptions.

Account ~

Multi State Approval

Account Details

Users

1. Navigate to theAccountdrop down menu and selesFTP Details
2. Select the button to request a SFTP account.

Note: If a sFTP account already exists, the username will be displayed on this screen

3. Ente the desired password for the sFTP account.
4. The sFTP username will be displayed on the screen after the sSFTP account has been
created.
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9 Document Information

Disclaimer

Appriss has made every effort to ensure the accuracy of the information in this document at the
time of printing; however, information may change without notice.

Revision History

Version Date Changes

1.0 02/16/18 9 Initial Draft

2.0 02/26/18

==

Updated statecontact information

f 'RRSR t! ¢nu YR t! ¢no | &ndat NB
Appendix A: ASAP 4.1 Specs

f Addedd wSlj dzA NEYSy ¢ f I iddidh Apfendix:

ASARL.1 Specs

Adjustedfont size from 12pt to 11pt on pagessd

Adjustedtechnical assistance availability on page 24

3.0 04/05/18 Addedadditional reporting requirements on page 4

Added PATQMwith supporting description to ASAP Requirements,

YE1LAYI AlG &t e EANBRR aidi NB22 N

1 AddedAppendix A List d Jurisdictions on page 31, to support
Appendix A ASAP 4.1 Specifications

=A =a =A==
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10 Assistance and Support

Technical Assistance
If you need additional help with any of the procedures outlined in this guide, you can:

Contact Appriss Health at
844-442-4767
Create a support request using the following URL

https://apprisspmpclearinghouse.zendesk.com/hcfeg/requests/new

Technical assistance is available Monday through Friday 7 AM to 7 PM Central Time

Beginning April 4, 2018chnical assistance will be available 24/7

Administrative Assistance
Call (515) 285944
E-mail jennifer.tiffany@iowa.gov
Fax (515) 284609
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11 Appendix Ac ASARL.1 Specifications

The following information is the required definitisfor submitting ASAP 4.1 records to IA PMP. The
table will list the Segment, Element ID, Element Name, and Requirement.

ElementiD

Element Name

Requirement

TH¢ Transaction Header

To indicate the start of a transaction. It also assigns the segment termirkziar,
element separator, and control number.

Version/Release Number

THO1 Code uniquely identifying the transaction. Yes
Format = x
TransactionControl Number

THOZ2 Sender assigned code uniquely identifying a Yes
transaction.
Creation Date

THOS Date the transaction was created. Format: Yes
CCYYMMDD.
Creation Time

THO6 Time the transaction was created. Format: HHMMS Yes
or HHMM.
File Type

THO7 9 P =Production Yes

 T=Test

Segment Terminator Character

THO9 Sets the actual value of the data segment terminato Yes
for the entire transaction.

IS¢ Information Source

To convey the name and identification numbers of the entity supplyingnfioemation.
Unique Information Source 1D

1S01 Reference number or identification number. Yes
(Example: phone number)
Information Source Entity Name

1S02 Yes

Entity name of the Information Source.

PHAc Pharmacy Header

To identify the pharmacy or the dispensipigescriber. It is required that
information be provided in at least one of the following fields: PHA01, PHAGCH@3.
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PHAO3

DEA Number

Identifier assigned to the pharmacy by the Drug
Enforcement Administration.

Yes

UsedtoNB L2 NI GKS LI GASydQa yIYS I ypRarmacys A

PATc Patient Information

record.
ID Jurisdiction
. . C ) .| Preferredbut
PATO1 Code identifying the jurisdiction that issues the ID i required
PAT03SeeAppendix A List of Jurisdictions
PATO2 ID Qualifier Preferreql but
not required
PATO3 ID of Patient Preferreql but
not required
Last Name
PATO7 o A L Lo . Yes
tFrOASYOQa tlauo ylrLYSo
First Name
PATO8 e oA L P . Yes
tFOASYlQa FTANRU YIYSO
Address Informationg 1
PAT12 . . Yes
Freeform text for streetaddress information.
City Address
PAT14 _ Yes
Freeform text for city name.
State Address
PAT15 U.S. qutal Service stéte code . | ves
Note: Field has been sized to handle international
patients not residing in the U.S.
ZIP Code Address
PAT16 U.S. Postaﬂ%ervme ZI.P coc-ie. | | Yves
Populate with zeros if patient address is outside the
U.S.
Phone Number
PAT17 pomplete phone numb_er in.cludi.ng ar_ea cobe. ngt Yes
include hyphens. For situations in which the patient
R2Sa y2i KI @S | LK2yS y
Date of Birth
PAT18 Date patient was born. Yes

Format: CCYYMMDD.
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PAT19

Gender Code

Code indicating the sex of the patient.
1 F Female
1 M Male
9 U Unknown

Yes

To identify the basic components of a dispensing of a given prescrigitan including

DSk Dispensing Record

the date and quantity.

DSPO1

Reporting Status

DSPO01 requires one of the following codes, and an
empty orblank field no longer indicates a new
prescription transaction:

1 00 New Record (indicates a new prescriptiof
dispensing transaction)

I O01Revise (indicates that one or more data
element values in a previously submitted
transaction are being revised)

1 02 Void (message to the PMP to remove the
original prescription transaction from its data
or to mark the record as invalid or to be
ignored).

Yes

DSP02

Prescription Number

Serial number assigned to the prescription by the
pharmacy.

Yes

DSPO3

Date Written

Date the prescription was written (authorized).
Format: CCYYMMDD

Yes

DSP04

Refills Authorized
The number of refills authorized by tipeescriber.

Yes

DSPO05

Date Filled
Date prescription wadispensed Format: CCYYMMD

Yes

DSP06

Refill Number
Number of the fill of the prescription.
0 indicates New Rx; €49 is the refill number.

Yes

DSPO7

Product ID Qualifier

Used to identify the typef product ID contained in
DSPO08.

1 O01NDC
1 06 Compound

Yes
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DSPO08

Product ID

Full product identification as indicated in DSPO07,
including leading zeros without punctuatiai.
Compound is indicated in DSPO7 then use 99999 a
the first 5 characters; CDI then becomes required.

Yes

DSP09

Quantity Dispensed

Number of metric units disgnsed in metric decimal
format. Example: 2.5

Note: For compounds show the first quantity iDIG4.

Yes

DSP10

Days Supply
Estimated number of days the medication will last.

Yes

DSP11

Drug Dosage Units Code

Identifies the unit of measure for the quantity
dispensed in DSP09.

M 01 Each
1 02 Milliliters (ml)
I 03 Grams (gm)

Yes

DSP16

Classification Codéor Payment Type

Code identifying the type of payment, i.e. how it waj
paid for.

01 Private Pafcash, check, debit, credit)

02 Medicaid

03 Medicare

04 Commercial Insurance

05 Military Installations and VA

nc 22N]JSNEQ /2YLSyal
07 Indian Nations

99 Other

=A =4 =4 4 -4 -8 4 A

Yes

PRE; Prescriber Information
To identify the prescriber of the prescription.

PREO2

DEA Number

Identifying number assigned to a prescriber or an
institution by the Drug Enforcement Administration
(DEA).

Yes

PREO5

Last Name
t NBa ONRAmaSeNDa f |

ax
i

Yes

PREO6

First Name
t NSAONROGSNRa FANRG yIYS

Yes
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CDI¢ Compound Drug IngredientDetail L ¥ 5{t n1t Aa aO2
To identify theindividual ingredients that make up a compound

Compound Drug Ingredient Sequence Number Yes
CDIO1 First reportableingredient is 1; each additional (If DSPO7 is
reportable Ingredient is increment by 1. G/ 2YLRdzy
Product ID Qualifier
Code to identify the type of product ID contained in Yes
CDIO02 (If DSPO7 is
CDIO03. ,
G/ 2 YLR dzy
1 01NDC
Product ID Yes
CDI03 Fullproduct identification as indicated in CDI02, (If DSPO7 is
including leading zeros without punctuation. al 2YL2dzy
Compound Ingredient Quantity
Metric decimal quantity of the ingredient identified ir Yes
CDI04 (If DSPO7 is
CDIO03. : S
a/ 2 YYR &z
1 Example: 2.5
Compound Drug Dosage Units Code
Identifies the unit of measure for the quantity
dispensed in CDIO4.
9 01 Each (used to report as package) Yes
CDIOS o ) . (If DSPO7 is
1 02 Milliliters (ml) (for liters; adjust to the G/ 2 YLI2 dzy
decimal milliliter equivalent)
I 03 Grams (gm) (for milligramagljust to the
decimal gram equivalent)

AIRc Additional Information Reporting Situational
To report other information if required by the state.

TP¢ Pharmacy Trailer

To identify the end of the data for a given pharmacy emgrovide a count of the total
number of detail segments included for the pharmacy.

Detail Segment Count

Number of detail segments included for the pharmal
including the pharmacy header (PHA) including the
pharmacy trailer (TP) segments.

TPO1 Yes

TTc¢ Transaction Trailer

To identify the end of the transaction and to provide the count of the total number of
segments included in the transaction.




Transaction Control Number
Identifying control number that must be unique.

TTO1 _ . _ Yes
Assigned by the originator tifie transaction.
Must match the number in THO2.
Segment Count

TT02 9 Total number of segments included in the Yes

transaction including the header and trailer
segments.
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12 Appendix A List of Jurisdictions

Note: ASAP grants permission to PMPs to include this list of jurisdictions in their reporting
specifications and for pharmacy software providers to distribute this list to their pharmacy clients.

AB PROVINCE OF ALBERTA ME  MAINE

BC BRITISH COLUMBIA Mi MICHIGAN

MB  PROVINCE OF MANITOBA MN  MINNESOTA

NB NEW BRUNSWICK MO  MISSOURI

NF NEWFOUNDLAND MS  MISSISSIPPI

NL NEWFOUNDLAND AND MT  MONTANA
LABRADOR NC NORTH CAROLINA

NS NOVA SCOTIA ND NORTH DAKOTA

NT NORTHWEST TERRITORIES NE NEBRASKA

ON  PROVINCE OF ONTARIO NH NEW HAMPSHIRE

PE PRINCE EDWARD ISLAND NJ NEW JERSEY

QC PROVINCE OF QUEBEC NM  NEW MEXICO

SK PROVINCE OF NV NEVADA
SASKATCHEWAN NY NEW YORK

YT YUKON TERRITORIES OH OHIO

CN CANADA OK  OKLAHOMA

MX  MEXICO OR OREGON

us UNITED STATES PA PENNSYLVANIA

AK ALASKA RI RHODE ISLAND

AL ALABAMA SC SOUTH CAROLINA

AR ARKANSAS SD SOUTH DAKOTA

AZ ARIZONA TN TENNESSEE

CA CALIFORNIA X TEXAS

CO COLORADO uT UTAH

CT CONNECTICUT VA VIRGINIA

DC DISTRICT OF COLUMBIA VT VERMONT

DE DELAWARE WA  WASHINGTON

FL FLORIDA Wi WISCONSIN

GA  GEORGIA WV  WEST VIRGINIA

HI HAWAII WY  WYOMING

A IOWA AS AMERICAN SAMOA

ID IDAHO FM MICRONESIA

IL ILLINOIS GU GUAM

IN INDIANA MP  MARIANAS ISLANDS

KS KANSAS PR PUERTO RICO

KY KENTUCKY PW  PALAU

LA LOUISIANA UM  MINOR ISLANDS

MA  MASSACHUSETTS VI VIRGIN ISLANDS

MD  MARYLAND 99 OTHER
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13 Appendix B; ASAP Zero Report Specifications

The following information table contains the required definitions for submitting Zero Reports via
sFTP or manual upload to IA PMP. The table below lists the Segment and Element ID with
prepopulated data to be used as axaenple for constructing a Zero Report. For more details
regarding these Segment or Elements IDs or for the purposes of reporting actual dispensations
please refer to the previous sectioAppendix Ac ASAP 4. Specificatios

ElementID Element Namé Format Requirement
TH¢ Transaction Header
Version/Release Number Yes
THO1
4.1
THO2 Transaction Control Number Yes
See TT01; GUID is recommended
Created Date Yes
THO5
CCYYMMDD
Created Time Yes
THO6
HHMMSS or HHMM
File Type Yes
THO7 A _
P= Production; T = Test
Segment Terminator Character Yes
THO9
Examples: ~~ or || or ::
IS¢ Information Source
Unique Information Source Yes
1S01 User Login ID: Pharmacy DEA or FTP
Username DCHXXXX
- Information Source Entity Name Yes
PHARMACY NAME
Message: Free Form Yes
1S03 Date Range of Zero Report:
#CCYYMMDDB#CCYYMMDD#
PHA¢ Pharmacy Header
DEA Number Yes
PHAO3
Pharmacy DEA Number
PATc Patient Information
Last Name Yes
PATO7
REPORT
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First Name Yes
PATO8
ZERO
DSR;, Dispensing Record
Date Filled Yes
DSP05 .
Date Submitted: CCYYMMDD
TP¢ Pharmacy Trailer
Detail Segment Count Yes
TPO1
7
TT¢ Transaction Trailer
Transaction Control Number Yes
TTO1 Must match THO2
123456
Segment Count Yes
TT02 Total # of segmentsncluding header and trailer

segments
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The following is an example, using the above values, of hder@aReportvould look.

TH*4.1*123456*01**20150108*223000*P*A
IS*7705555555*PHARMACY NAME*#20150#PG450107%
PHA*** 27123456V

PAT*******R E P O RT*Z E RO************ \
DSP*****20150108****** \

PREY

CDIx

AIRA

TP*A

TT*123456*10
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14 Appendix & sFTP Configuration

If submitting data via sFTP, a Clearinghouse account with SFTP access needs texseady
SeeCreating Your Accoutn register with PMP Clearinghouse.

SeeAdding sETP to a Registered Accdaradd sFTP access to an existing PMP Clearinghouse
account.

SFTP Conmé#on Details:
Hostname: sftp.pmpclearinghouse.net

It is recommended to use the hostname when configuring the connection rétherthe IP
Address, as the IP Address is subject to change.

Port: 22
Note: The port will always be 22.

1 Credentialsg Account credentials (username and password) can be found within the PMP
Clearinghouse website.

1 Login to PMP Clearinghouse > chdcount>sFTP Details Edit
1 The username cannot be modified; however, the password can be updated. The current sFTP

password cannot be seen or recoveredthéf passwords unknown/lostthe user will need to
create a new one.

% SFTP Account UPDATE SFTP PASSWORD

Username: apprisstest@prodpmpsftp

Password

Must be at least 8 characters

Password confirmation

Users can test the sSFTP connection, but will not be able to submit data to a PMP until
their account has been approved by the state adminidtra



State Subfolders
PMP Clearinghouse is the data repository for several states. As such, data submitted via sFTP
must be placed in a state abbreviated folder so that it can be properly imported to the correct
state. The creation of subfolders must 8#ene outside of the PMP Clearinghouse website using
3" party software such as a SSH Client or a command line utility. Files placed in the root/home
directory of the sFTP server will not be imported. This will cause the dispensing entity to appear
as noncompliant/delinquent.
The following are two methods by which to create state subfolders for SFTP submissions.

1. Via SSH clierex: WinSCP/FileZzilla)
A Log into sSFTP Account and create the directories egedder/homedir.

2. Via command prompt
a. Log into sFTP Account using command prompt.
b. Once logged in, typ@mkdiré 0 G KSy GKS RANBOUZNE yIlIYS &2
a. Examplemkdir IA

NOTEThe state folder must be titled as above, with the tetter abbreviation.
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